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Message from the Ombudsman

“You may not control all the events that happen to

needed. We arranged online counselling for anyone

you, but you can decide not to be reduced by them.”

who felt it would help, we ensured that everyone had

– Maya Angelou

a proper workspace in their home and we connected
virtually on a regular basis.

Resilience is defined as “an ability to recover from or

Given the challenges we faced in 2020, with the

adjust easily to misfortune or change”. Cayman’s

pandemic leading to significant changes in residents’

response to the devastating COVID-19 pandemic
demonstrated a resilience seen in very few countries
in 2020, achieved through a prolonged commitment

lives and working conditions, and for the many civil
servants we work with on a daily basis, we are very
proud to have been able to maintain a high level of
service and responsiveness.

to prioritize the health and safety of the people of
Cayman over all other concerns.

WORKLOAD
Our workload remained stable despite the

THE PANDEMIC
Our team displayed such resilience throughout this
very difficult year. When the government directed
the residents of Cayman to work from home, we
packed up our laptops and continued our work. We
were able to do so without missing a beat because
our technology infrastructure allowed us to work

two-month Islands-wide shutdown between the end
of March and the end of May and the gradual
re-opening of our economy thereafter. We
experienced a minor decline in overall initial contacts,
which are inquiries usually made by telephone or
email. However, we opened 30 more cases (making a
total of 231) than we did in 2019.

anywhere at any time. Our decision to operate

The area that saw the biggest increase in cases in

primarily “in the cloud”, which was made as part of

2020 was data protection, which was to be expected

our prior disaster recovery planning, turned out to be

given that 2020 was our first full year of operation

prescient. This is not to say that we did not

under the new data protection legislation. We saw a

experience the challenges of prolonged periods of

significant increase in the reporting of data breaches,

isolation, the looming threat of the virus itself and

with a total of 87 in 2020, and a doubling of

the lack of ability to move around freely, but we

complaints, from 12 in 2019 to 25 in 2020.

worked together and offered each other support as

02

We are very proud
to have been able
to maintain a high
level of service and
responsiveness
Sandy Hermiston | JP Ombudsman
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We continue to focus on resolving matters as early

The cases summarised in this annual report also

and as informally as possible and saw an increase in

highlight another area of concern: the lack of written

informal resolutions of complaints about

policies and guidelines. The benefit of written

government maladministration from seven in 2019 to

policies, procedures and guidelines cannot be

18 in 2020. When early resolution is not possible or

underestimated. These ensure accountability,

appropriate, we open a full investigation.

transparency, fairness and consistency. I will also
continue to focus on the availability of written

COMPLAINTS DIVISION
Two recurring themes are found locally and
worldwide when it comes to complaints about
maladministration: delay and failure to respond.
Those themes are evidenced in the cases we have
summarised below.

guidance and make recommendations to ensure that
it is available.
In terms of complaints about police conduct, we have
seen great strides made by the Royal Cayman Islands
Police Service (RCIPS) in incorporating public
complaints against officers’ conduct into its
important daily work. However, I cannot emphasize

Time and time again, members of the public come to

enough the need for police officers to treat people

us for assistance in getting a response to their

with respect. Too many of our complaints concern

complaint. Their trust in government is undermined

how an officer made a person feel. I firmly believe

when we are able to make a phone call, or send an

that police officers can enforce the law while acting

email, and suddenly their complaint is acknowledged

professionally and cordially and I will continue to hold

and often resolved. If that situation continues,

them to that standard.

residents may eventually come to believe that they
must contact the Ombudsman for every response or
to obtain even basic services from their government.

Whistleblower protection continues to be a
developing part of the work of this office. We had six
reports during 2020, compared with just three last

I encourage the government to review its internal

year. Those numbers remain relatively small and our

complaints mechanisms to ensure that they are agile

investigators have reported that people who come to

and fit for purpose. Complaints should be welcomed

our office seem reluctant to make a protected

as customer feedback – a valuable source of

disclosure when they learn that the Whistleblower

information on how to serve people better.

Protection Law does not prevent them from being
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RENE LYNCH
Administrative &
Finance Manager
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fired. The legislation instead provides a remedy only

acknowledge a positive move towards transparency,

after an employer takes detrimental action against

accountability and consistent decision-making by the

the employee. Work permit holders may feel

Department of Labour & Pensions because they have

vulnerable to this risk because, if they are terminated,

decided to make decisions of the Labour Tribunal and

they lose their right to remain in Cayman.

Labour Appeals Tribunal available online in the near

Caymanians and permanent residents may feel that

future. Sadly, this example of the proactive publication

they would be blacklisted after being fired for making

of decisions is still an exception rather than the rule.

a whistleblower complaint, perhaps becoming unable
to find employment elsewhere in the Islands. We are
currently reviewing the law and intend to make
recommendations for amendments in 2021.

In Decision 75, I ordered the Department of Labour &
Pensions to disclose annual reports from 2006 to
2017 as required by the National Pensions Law. The
disclosure of these reports resulted in a review of the

INFORMATION DIVISION

reports by the Public Accounts Committee. I also

In addition to the many appeals that were resolved

Protection Law (DPL), which required the Registrar to

informally, I issued eight written decisions under the

immediately cease gathering and processing personal

Freedom of Information Law in 2020. Decision 81

data of non-registrable persons because there was no

required the Lands & Survey Department to disclose a

legal basis for its blanket approach. I also ordered the

cadastral claim file from the 1970s. We were later able

Registrar to develop and implement a privacy notice,

to informally resolve a similar request on the basis of

and recommended that written policies be developed.

this written decision. A similar dynamic applied to
records held by Workforce Opportunities & Residency
Cayman in relation to the rights of same-sex couples.
In Decision 82, I ordered disclosure of records
relevant to same-sex couples, and as a result of that
decision we were able to resolve a subsequent appeal
informally.
In Decision 80, I ordered the Department of Labour &
Pensions and the Ministry of Employment & Border
Control to disclose certain decisions of the Labour
Tribunal and Labour Appeals Tribunal. I would like to

issued the first enforcement order under the Data

I had to issue a number of information orders
directing both public and private sector entities to
provide us with documents as part of our
investigations under the DPL, because the entities
were not responding to our requests in a timely
manner. I find this troubling and hope that this is not
a sign that compliance with the DPL is not being
taken seriously.
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Our office also took part in a study on data protection
in the Caribbean conducted by the United Nations
Economic Commission for Latin America and the
Caribbean (ECLAC) relating to the strengths and
weaknesses of the DPL and similar legislation around
the region.

CONCLUSION
The Government of the Cayman Islands’ response to
the onset of the COVID-19 pandemic was nothing
short of world-class. There is no reason, therefore, to
believe that it cannot also face and overcome the
challenges posed by some of the issues noted above.
The Office of the Ombudsman staff will continue to
play a significant role in meeting those challenges.
I would like to thank each member of my staff for
their resilience and their commitment to the work of
this office, especially during a very difficult 2020.
Together we will rise to meet the challenges of this
unusual time and continue our work promoting
fairness, accountability and transparency.
It continues to be an honour and a pleasure to serve
as the Ombudsman for the Cayman Islands.

07
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Roles & Goals

Ombudsman is a gender-neutral Swedish word that

Created and endorsed in 2019 by the Council of

means “representative of the people”. Generally, an

Europe after consultation with international

ombudsman acts as an independent and impartial

ombudsman organizations representing hundreds of

officer who raises concerns with government bodies.

countries, the Venice Principles are the first set of

Our office has a broader mandate than most

international standards for ombudsman institutions.

ombudsmen because we have additional

They are intended to protect ombudsmen around the

responsibilities relating to freedom of information,

world who are facing threats and provide useful

data protection, complaints about police conduct and

guidelines for improving existing ombudsman offices

whistleblower protection.

as well as for establishing new ones. The equivalent

We act as a bridge between members of the public
and the government, the RCIPS and, in some cases,
the private sector (data protection and whistleblower
protection). In most cases, our office will not get
involved in a complaint or appeal until regular
complaint or dispute mechanisms have been
exhausted. Our work helps maintain public
confidence in government or private sector entities
by ensuring that people are treated fairly. Through

of the Paris Principles, by which human rights
institutions are judged at the United Nations level,
the Venice Principles set out 25 legal principles to
guarantee and protect the proper functioning and
independence of parliamentary and public services
ombudsmen. They emphasize that the ombudsman is
an important element in states based on democracy,
the rule of law, good administration and respect for
human rights and fundamental freedoms.

our work as an impartial and objective oversight body,

In our information rights role, we apply these same

we reduce the imbalance of power that sometimes

principles of fairness, accountability and

exists and we ease relationships when they become

transparency to resolve cases informally and issue

strained.

binding orders to ensure compliance with the spirit

We promote fairness, accountability and
transparency. Where possible, we seek to resolve
matters informally and efficiently while still looking
for opportunities to make recommendations that will
result in improvements to the system.

and letter of the applicable legislation.
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OVERVIEW

Inquiries
1 January to 31 December 2020

45

FREEDOM OF
INFORMATION
[ 2019 = 60]

109

MALADMINISTRATION
[ 2019 = 106]

120

DATA
PROTECTION

332

[ 2019 = 192]

INQUIRIES
[ 2019 = 393]

52

6

POLICE
COMPLAINTS

WHISTLEBLOWER
PROTECTION

[ 2019 = 33]

[ 2019 = 2]

10

Cases

60

CASES CARRIED
FOWARD FROM 2019

[ 2019 = 92]

231

CASES RECEIVED
IN 2020

[ 2019 = 201]

FREEDOM OF INFORMATION

13

DATA PROTECTION

17

MALADMINISTRATION

6

POLICE COMPLAINTS

24

WHISTLEBLOWER PROTECTION 0

FREEDOM OF INFORMATION

24

DATA PROTECTION

87

MALADMINISTRATION

59

POLICE COMPLAINTS

57

WHISTLEBLOWER PROTECTION 4

210

CASES CLOSED
IN 2020

[ 2019 = 233]

81

OPEN CASES AT
31 DECEMBER 2020

[ 2019 = 60]

FREEDOM OF INFORMATION

20

DATA PROTECTION

68

MALADMINISTRATION

54

POLICE COMPLAINTS

66

WHISTLEBLOWER PROTECTION 2

FREEDOM OF INFORMATION

17

DATA PROTECTION

36

MALADMINISTRATION

11

POLICE COMPLAINTS

15

WHISTLEBLOWER PROTECTION 2

Ombudsman Cayman Islands | Annual Report 2020
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Human Resources

We welcomed two new investigators in our
Complaints Division in early 2020, both of whom
brought a wealth of knowledge and experience that
adds to the overall expertise in our office. They took
no time in getting up to speed on our work and have
been operating at full speed since they joined us.
Deputy Ombudsman Ted Miles left us at the end of
June. His departure was not unexpected, as he was
appointed for a limited term, but it did not make it

TRAINING AND DEVELOPMENT
The pandemic upended our training and development
plans for 2020, as workshops and conferences were
cancelled. Thankfully, we were able to pivot quickly
and all our investigators and analysts obtained their
certification as mediators.
Our police investigators completed an online course
on effective report writing for investigators.

any easier to lose his experience, knowledge and

Our Appeals and Compliance Analyst obtained her

dedication to this office. He built our police

Practitioner Certificate in Freedom of Information.

complaints and whistleblower protection programs

One of our Data Protection Analysts obtained the

from scratch, relying on his tremendous expertise as

Certified Information Privacy Technologist (CIPT)

a former senior member of the Royal Canadian

designation from the International Association of

Mounted Police, and his experience as the first ever

Privacy Professionals.

Director of Alberta’s Public Interest Commissioner’s
office. He was a much-loved member of our team
and will be sorely missed.

Deputy Ombudsman Jan Liebaers and Ombudsman
Sandy Hermiston attended the Global Privacy
Assembly’s annual conference, which was held
virtually.
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INFORMATION RIGHTS DIVISION

Freedom of Information
Amendments were published to the Freedom of

Our focus in 2020 remained firmly on the informal

Information Law (FOI Law) and the Freedom of

resolution of appeals, about a third of which resulted

Information (General) Regulations, now in their

in full disclosure, a third in partial disclosure and a

12th year of operation. The FOI Law continues to be

third in non-disclosure of information. Informally

used by members of the public to request access to

resolved appeals covered many important topics,

government information, and to appeal access

such as the cost of school construction, land records,

decisions made by public entities to the

and food premises complaints and inspections.

Ombudsman.

We also responded to 45 inquiries from members of

The FOI Law grants the public a general right of

the general public and public officers, many of whom

access to records held by public authorities, except

were information managers with questions about the

where an exemption applies.

workings of the Freedom of Information Law (FOI

The pandemic caused an initial dip in the number of

Law).

freedom of information appeals made to our office,

Our celebrations for International Right to Know Day

but by the end of the year the number of appeals had

on 28 September were somewhat subdued because

risen back to average levels. Thirteen appeals were

of the ongoing pandemic. We issued a press release

carried over from 2019, and we received a total of 24

that focused on the impact of the FOI Act over the

new appeals and closed 20.

past 11 years, together with a statistical report.

The Ombudsman issued eight written decisions, four

We have included a sample of appeals that were

of which upheld the appeals in full and two in part,

resolved successfully in our informal resolution

with two appeals being dismissed. The binding

process. We have also summarized representative

decisions made by the Ombudsman covered a wide

formal decisions issued by the Ombudsman, which

range of interests, from government compliance with

are available in full on our website: ombudsman.ky

the National Pensions Law to concessions granted to
developers, decisions of the Labour Tribunal (LT) and
Labour Appeals Tribunal (LAT), and cadastral claim files.
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Our focus remained
firmly on the
informal resolution
of appeals, about
two-thirds of which
resulted in full or
partial disclosure
JAN LIEBAERS
Deputy Ombudsman
Information

FREEDOM OF INFORMATION

2018

2019

2020

Inquiries

87

60

45

Appeals Carried Forward

12

15

13

Appeals Received

23

26

24

Appeals Resolved

20

28

20

Open Appeals

15

13
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FREEDOM OF INFORMATION

Case Summaries | Informal Resolution
EXAM RESULTS
Ministry of Education, Youth, Sports,
Agriculture & Lands (EYSAL)

INFORMATION ON CRIMINAL
PROCEDURE, MISUSE OF DRUGS AND
WARRANTS

exam results for year 11 and 12 students and

Royal Cayman Islands Police Service
(RCIPS)

performance exam results for Key Stage 2 students.

This appeal concerned records relating to section 78

The EYSAL did not provide an initial response and did

of the Cayman Islands Criminal Procedure Code (2017

not complete the internal review that was requested;

Revision) and section 36 of the Cayman Islands

therefore, the applicant made an appeal to the

Misuse of Drugs Law (2017 Revision). The RCIPS

Ombudsman.

provided some information in the form of statistics,

In the course of our investigation, EYSAL located

but other records were either excluded or were

the responsive record, retrieved it from the

claimed not to be held under the FOI Law.

Department of Education and released it to the

During our investigation, the RCIPS was asked to

An applicant requested records from 2019 regarding

applicant, who agreed to close the appeal.

provide details of their search efforts concerning
warrants issued against the applicant. A detailed
response was provided, in which the RCIPS also
clarified the warrant process. In addition, the
RCIPS assisted in facilitating a conference call with
the applicant in which further clarification was
provided and other outstanding matters were
discussed, resulting in the applicant withdrawing
the appeal.

16
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FOOD PREMISES CONSUMER
COMPLAINTS AND INSPECTION
REPORTS
Department of Environmental Health
(DEH)
The DEH received a request for records of consumer
complaints and inspection reports relating to food
premises in 2018 and 2019. Access was denied under
the FOI Law, based on the purported commercial
value of the information, which it was claimed would
be, or would reasonably be expected to be, destroyed
or diminished if the information were disclosed. The
applicant appealed to the Ombudsman.
We reviewed the records and met with the DEH
and Ministry of Health, who agreed to revisit the
decision and seek a legal opinion. The applicant
then asked for a formal hearing before the
Ombudsman.
However, the DEH subsequently agreed to fully
disclose the food premises consumer complaints
and partially disclose the food inspection reports.
The applicant was satisfied with the records
received and the appeal was closed.

ACCESS TO LAND RECORDS
Lands & Survey Department (L&S)
An applicant submitted a request for land records
related to a specific block and parcel. The applicant
was informed that the request did not fall under the
FOI Law, and that the requested information could be
obtained at the public counter of the L&S for a fee.
The applicant was not satisfied and requested an
internal review, but none was conducted. The
applicant then appealed (late) to the Ombudsman.
After giving the L&S a chance to provide its views in
writing, the Ombudsman decided to accept the late
appeal, as allowed in the FOI Law.
During our investigation, we asked the L&S to
clarify their initial decision. The L&S explained that
some of the requested records were available for a
fee at the public counter in the Government
Administrative Building. Other records were
claimed not to be held, and access to claim files
relating to the specific parcel was categorically
denied in a letter from the Registrar. Some
additional records were located and disclosed to
the applicant. We conducted a meeting with the
parties on Zoom, resulting in additional
clarifications for the applicant.
As a result of the Ombudsman’s decision in a
parallel appeal (in Hearing 81), in which another
claim file was ordered to be released, the L&S
disclosed the requested claim files to the
applicant.
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RESIDENCY AND EMPLOYMENT
RIGHTS CERTIFICATES (RERCs) AND
SAME-SEX MARRIAGES
Workforce Opportunities &
Residency Cayman (WORC)
An applicant made a request for records related to
RERCs and same-sex marriages.
Because we were already processing a parallel
appeal related to similar records, we decided to
delay the current appeal in anticipation of the
hearing outcome in that case. The Ombudsman
ordered a partial disclosure in that decision. We
discussed the record that was of particular
interest to the applicant with both parties,
resulting in the applicant receiving the requested
information, and the appeal was closed.

FREEDOM OF INFORMATION

2018

2019

2020

Assessment/Disposition
Non-Jurisdictional

n/a
n/a

7
7

3
3

Informal Resolution
Full Disclosure
Partial Disclosure
Late Appeal Request Denied
Non-disclosure
No Records Found
Deferred

16
7
5
1
1
1
1

9
1
5
0
3
0
0

9
3
2
0
4
0
0
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FREEDOM OF INFORMATION

Case Summaries | Appeal Decisions
GOVERNMENT’S COMPLIANCE WITH
THE PENSIONS LAW
Department of Labour & Pensions
(DLP)

DELIBERATIONS OF THE CIVIL
SERVICE APPEALS COMMISSION
(CSAC)
Commissions Secretariat

An applicant made a request for records relating to

A request was made to the Commissions Secretariat

compliance with the National Pensions Law, including

for a variety of records related to their appeal with

annual reports from 2006 to 2017 and minutes of the

the CSAC. Most records were disclosed, but two

National Pensions Board. The DLP claimed that

emails were exempted from disclosure by the

disclosure would be an unreasonable diversion of

Secretariat.

resources, and deferred access to most of the

The Ombudsman found that the emails contained

requested board minutes and annual reports. The

free and frank exchanges of views, and considered

DLP said that it was in the process of eliminating a

that disclosure would be likely to harm future

backlog of published reports and minutes that had

deliberations. The public interest did not override

been building up for a number of years.

the exemption, and no further action was required

The Ombudsman found that the DLP should

on the part of the Commissions Secretariat.

comply with the legal requirement for tabling the
annual reports in the Legislative Assembly, as a
reasonable period of time had expired, and
therefore ordered the annual reports to be
disclosed. The DLP was given 90 days to complete
its review and publish the requested minutes. The
Ombudsman also found that complying with the
remainder of the request would constitute an
unreasonable diversion of resources, as claimed.
The records were disclosed after the Ombudsman
extended the period allowed for review and
publication of the board minutes because of the
coronavirus pandemic.

20
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RECORDS OF CONCESSIONS
GRANTED TO A REAL ESTATE
DEVELOPER

THE IDENTITY OF A MEDICAL
CONSULTANT WHO WROTE A
REPORT ABOUT THE APPLICANT

Ministry of Finance & Economic
Development (FED)

Office of the Director of Public
Prosecutions (ODPP)

An applicant made a request for information on

An applicant made a request to the ODPP for the

revenue concessions granted to Davenport, a real

name of a medical expert who wrote an independent

estate developer, from 2000 to 2019. The FED granted

consultancy report concerning the applicant. The

access to a table containing information on

report itself had been disclosed but the name and

concessions granted from 2014 to 2019 to all

other identifying information of the expert were

developers, with names and any identifiers redacted,

withheld on the basis that the applicant was

arguing that the disclosure of the redacted

vexatious and the disclosure would be unreasonable.

information would inhibit the free and frank

The Ombudsman found that the request was not

exchange of views for the deliberations of the

vexatious and that the redacted information was

Cabinet on future revenue concessions, and would

not exempt from disclosure, as it was excluded

prejudice the conduct of public affairs.

from the definition of “personal information” in

The Ombudsman found that the likelihood of

the Freedom of Information (General) Regulations,

prejudice to future deliberations of the Cabinet

since it related to an individual who provided a

and of harm to the conduct of public affairs was

service for a public authority under a consultancy

very low. Therefore, the claimed exemptions did

contract. Therefore, the ODPP was required to

not apply and the requested information was

disclose the entire report to the applicant without

ordered to be disclosed, as was done.

redactions, as was done.

21
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SWIPE ACCESS TO THE
GOVERNMENT ADMINISTRATION
BUILDING (GAB) BY MINISTERS AND
COUNCILLORS

DECISIONS OF THE LABOUR
TRIBUNAL (LT) AND LABOUR
APPEALS TRIBUNAL (LAT)

Ministry of Commerce, Planning &
Infrastructure (CPI)

Department of Labour & Pensions
(DLP) and Ministry of Employment &
Border Control (ECB)

A request was made for swipe access records relating

An applicant requested access to decisions of the LT

to ministers and ministerial councillors entering and

and LAT held by the DLP and ECB dealing with

leaving the GAB and the adjoining parking garage,

wrongful dismissal. Two years of LT and LAT decisions

held by the CPI. The CPI claimed that the requested

were disclosed immediately, as they were readily at

records were exempt and, during the appeal, the

hand, but the responding public authorities claimed

minister responsible issued a ministerial certificate

that fully complying with the request would require

under section 25(1) of the FOI Law, certifying that the

an unreasonable diversion of resources.

records were exempt because their disclosure would,

The applicant appealed to the Ombudsman, who

or would be likely to, prejudice the effective conduct

investigated and found that, contrary to the

of public affairs. The minister’s certificate could not

positions of the DLP and the ECB, compliance with

be nullified by the Ombudsman, but the exemption it

the requests would not require an unreasonable

relied on was subject to a public interest test, which

diversion of resources. Both entities were required

was the basis of this hearing.

to disclose the requested records, and after some

After weighing up the factors for and against

delays this was accomplished.

disclosure, the Ombudsman found that the public
interest in disclosing the records did not override
the public interest in maintaining the exemption,
since the access record was (unavoidably) partial
and incomplete and would not contribute to
holding the government to account. No further
action was required.

22
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CADASTRAL CLAIM FILE FROM THE
EARLY DAYS OF THE CAYMAN
ISLANDS LAND REGISTRY

RESIDENCY AND EMPLOYMENT
RIGHTS CERTIFICATES (RERCs) AND
SAME-SEX COUPLES

Lands & Survey Department (L&S)
An applicant wanted access to a cadastral claim file

Workforce Opportunities &
Residency Cayman (WORC)

from the L&S dating from the 1970s, around the time

An applicant requested access to a wide variety of

when the Cayman Islands Land Registry was first

records concerning RERCs and same-sex couples

created. The L&S asserted that the requested records

from WORC. Access to some records was granted,

were exempt from disclosure because disclosure

but the applicant appealed to the Ombudsman for

would prejudice the conduct of public affairs by

access to any requests for policy direction on RERCs

undermining the system of land registration, and

relating to same-sex couples, and for any responses

because the requested records contained personal

to these requests made to the Cabinet and the Chief

information, the disclosure of which was claimed to

Immigration Officer or Director of WORC.

be unreasonable.

WORC withheld access to two emails on the basis

The Ombudsman reviewed the case and reached

that they consisted of legal advice given on behalf of

the conclusion that neither of the claimed

the Attorney General. WORC also claimed that the

exemptions applied, and the L&S disclosed the file.

emails were exempt from disclosure because they
were prepared for the Governor or a minister and
related to the formulation or development of
government policy, and because disclosure would, or
would be likely to, inhibit the free and frank exchange
of views and prejudice the conduct of public affairs.
The Ombudsman investigated the matter and
found that the exemption relating to legal advice
applied to part of the first email only, and that the
other exemptions did not apply. Consequently, the
Ombudsman ordered the disclosure of the
remainder of the first email and full disclosure of
the second.
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CHARLENE ROBERTS
Senior Appeals
& Policy Analyst

FREEDOM OF INFORMATION

2018

2019

2020

Decisions
Non jurisdictional
Appeal Upheld
Appeal Partially Upheld
Appeal Dismissed
Reasonable Search

4
1
1
0
2
0

12
0
1
3
6
2

8
0
4
2
2
0
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INFORMATION RIGHTS DIVISION

Data Protection
The year 2020 was the first full year of operations

We carried over 17 cases from 2019, and received 87

under the Data Protection Law, 2017 (DPL).

new cases consisting of 22 complaints and 65

The DPL regulates how personal data is used by

personal data breaches. Sixteen complaints and 52

public and private entities, and grants important

breaches were resolved, two of which resulted in

rights to individuals regarding their own personal

formal enforcement orders. We also responded to 120

data. The Ombudsman is tasked with investigating

inquiries.

complaints and data breaches, and may issue binding

Because of the COVID-19 restrictions, all but nine of

information, enforcement and monetary penalty

the outreach presentations we had planned for the

orders.

year were cancelled. However, International Data

In response to the pandemic, our office published a
guidance note and press release on data protection
and COVID-19, laying out various issues relating to

Protection Day was marked with media appearances,
participation in a roundtable discussion and online
advertisements.

the collection and use of health data, issues around

Following is a selection of case summaries relating to

working from home and compliance with the eight

data protection complaints and personal data

data protection principles.

breaches.

DATA PROTECTION

2018

2019

2020

Inquiries
Presentations

65
45

192
45

120
9
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DATA PROTECTION - COMPLAINTS

Case Summaries | Informal Resolution
UNPROTECTED FOOD DELIVERY
WEBSITE

Despite the fact that the incident occurred prior to

A complainant informed us that a senior staff

their account management system that allowed

member of a utility company had been using her
customer profile to harass, stalk, intimidate and
manipulate her. As all of the alleged breaches took
place before the DPL was in force, we were unable to
take any action.
The company was informed of these concerns and

the DPL coming into force, the company mitigated
the situation by introducing an audit module into
them to monitor staff access to customer account
details. We advised the company to issue regular
reminders to all staff with access to this system
that misuse of personal data could be an offence
under the DPL. The case was closed with no further
action being required.

immediately made changes to its site to address
these vulnerabilities. The complainant was
personal data he had previously been able to

HEALTH INSURANCE FORM ASKING
ABOUT APPLICANTS’ SEX LIVES

access through the site. The case was closed with

A complainant made a complaint against a data

no further action being required.

controller for collecting sensitive personal data

satisfied that he could no longer view any of the

concerning the sexual activities of persons seeking to

ABUSE OF UTILITY CUSTOMER
PROFILE
A complainant informed us that a senior staff
member of a utility company had been using her
customer profile to harass, stalk, intimidate and
manipulate her. As all of the alleged breaches took
place before the DPL was in force, we were unable to
take any action.

enter into a contract for health insurance.
The application form for medical insurance asked
male applicants if they were ever involved in
homosexual activities. In the course of our
investigation, the data controller admitted that it
had no legal basis to process such data and
promptly volunteered to remove the question
from the form and delete all data previously
collected concerning the question, and launched a
full review of all other client-facing documents to
ensure compliance with the DPL.
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REQUEST FOR RECTIFICATION OF
FINANCIAL DATA

In the course of our investigation, the data

An individual requested the rectification of her

access request within the appropriate timeframe,

financial data held by a bank, which she alleged was
inaccurate. The data showed that a significant credit
card debt was owed to the data controller (a bank).
The individual claimed to have reported the debt as
fraudulently incurred by an unknown third party,
after which the account was closed. Some years later,
the individual applied for a loan from another
financial institution, but that application was rejected
because of the outstanding unpaid credit card
balance.

controller became fully aware of its obligations
under the DPL and complied with the subject
providing appropriately redacted versions of the
requested documentation.

A BANK USES SOCIAL MEDIA TO
FIND OUT HOW TO CONTACT AN
INDIVIDUAL
An individual complained that a bank employee
contacted her via third parties who knew her. The
third parties were colleagues of the complainant who

Because the complainant was unable to provide us

were identified through her friends list on social

with any evidence to support her claim that the

media.

bank had waived the credit card balance following
her fraud report, we did not support the request
for rectification and the case was closed.

ACCESS TO ONE’S OWN PERSONAL
DATA
Two individuals made a subject access request (a
request for access to their own personal data), asking
for copies of all a data controller’s instructions
concerning them and their mortgage and loan
facilities. Initially, the data controller, a financial
institution, communicated that it would not comply
with the request because its internal
communications with supporting and processing
partners were for internal consumption only and not
to be shared externally with clients.

Our investigation found that the personal data on
the complainant’s social media profile was publicly
available, and there was no evidence that the staff
member discussed any of the complainant’s
personal data with a third party. As there were no
violations of the DPL, the case was closed and the
complainant was advised that a complaint against
the bank could potentially be made to the Cayman
Islands Monetary Authority.
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HEALTH CLINIC GATHERS CREDIT
CARD DATA IN CONTRAVENTION OF
DATA SECURITY STANDARDS

We provided the clinic with guidance on choosing

A complainant expressed concerns about the

destroy the cardholder data already collected. The

personal data handling practices of a health clinic.

clinic stopped using the registration form. The

The registration form required patients to provide

complainant was satisfied and the case was

their personal data, including full cardholder details

closed.

an appropriate legal basis for processing personal
data and ensuring that its privacy notice complies
with the DPL. We also advised it to securely

and signature, which was then sent as a PDF over
unsecured email.
The clinic explained that their registration form was

USE OF A SIGN-IN BOOK AND CCTV
CAMERAS

implemented temporarily during the COVID-19
lockdown to provide emergency care to patients
following advice from the Health Practice
Commission that a contactless method of collecting
information and payment should be used.
The data handling practices of the clinic contravened
the Payment Card Industry Data Security Standard
(PCI DSS), which requires that card numbers are
masked anywhere they are stored and sensitive
cardholder data, such as CVVs, PINs and magnetic
stripe data, is not retained after payment
authorization. Processing such data in this manner
would place individuals at risk of financial fraud or
identity theft in the event of a personal data breach
or some other misuse of the data, and contravenes
the seventh data protection principle. In addition, the
clinic’s privacy notice (included in the registration
form) did not meet the requirements of the first data
protection principle.

A complainant queried how the Public Library
processed his personal data gathered in a sign-in
book and the use of CCTV cameras by the data
controller during its operations.
The sign-in book contained the names of all
individuals that entered the library building, along
with their sign-in and sign-out data and their reasons
for entering the building. The complainant indicated
that persons who use the book could see all of the
personal data recorded in it, including third-party
data. The complainant also pointed out that the data
controller used CCTV cameras that were not
accompanied by a proper privacy notice.
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In relation to the sign-in book, the data controller
relied on the “legitimate interests” legal basis,
arguing that its data processing was necessary for

RETAIL STORE ASKING CUSTOMERS
FOR THEIR PHONE NUMBERS

health and safety reasons. In the event of an

A complainant raised issues about a retail store

emergency, such as a fire, the data controller would

requesting their phone number at the cashier station.

need to be able to account for all visitors and the

They were concerned that the purposes for collecting

sign-in book fulfilled this purpose. The data controller

the personal data were not explained to them and

indicated that the same legal basis applied to the

that there were potential security issues in having to

CCTV cameras, reasoning that this data processing

read out their phone number in front of other

was necessary for crime prevention in the building.

customers.

Our investigation noted issues relating to the first

Our investigation found that there were

(fair processing) and seventh (security) data
protection principles, and the data controller
agreed to take a number of steps to ensure
compliance with the DPL, including the erection of
signs to warn individuals that they were being
filmed, the initiation of a specialized sign-in book,
the development of policies relating to data
processed by the data controller and the creation
of a publicly available privacy notice.

appropriate measures in place to mitigate the low
security risks related to the recording of this data.
However, as there was no information given to
data subjects to explain the purposes for which
phone numbers were requested, the store was
advised to either install signs at the cashier
stations or instruct cashiers to verbally explain the
purposes for collecting phone numbers. We also
recommended that a privacy notice that explains
all of the purposes for which personal data is being
processed should be placed on the store’s website.
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DATA PROTECTION - COMPLAINTS

2018

2019

2020

Complaints Carried Forward
Complaints Received

n/a
n/a
n/a
n/a

0
12
11
1

1
22
16
7

Assessment/Disposition
Non-Jurisdictional
Complaint Refused (s. 43(4))
Complaint Withdrawn
Other

n/a

7
2
5
0
0

6
2
1
2
1

Informal Resolution
Complaint Supported
Complaint Not Supported
Complaint Withdrawn
Complaint Abandoned

n/a

4
4
0
0
0

9
8
1
0
0

Complaints Resolved
Open Complaint
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DATA PROTECTION - COMPLAINTS

Case Summaries | Enforcement Order
UNNECESSARILY PROCESSING
PERSONAL DATA

The Ombudsman found that the Registrar did not

A complainant claimed that the Registrar of

and required the Registry to cease gathering and

Companies did not have a legal basis to process

further processing such data immediately.

personal data of persons with less than 25% of shares

Pursuant to the first data protection principle, the

in a company being registered on its online

Ombudsman also required the Registrar to provide

registration platform. The Registrar argued that the

a privacy notice to inform individuals using the

data is necessary for performing enhanced

online platform who submit personal data of the

compliance checks to satisfy its obligations under an

purpose of the data processing.

have a legal basis for processing the personal data
of non-registrable individuals in a blanket fashion,

enactment.

DATA PROTECTION - COMPLAINTS

2018

2019

2020

Order
Enforcement Order Issued
Monetary Order Issued
Enforcement and Monetary Order Issued

n/a

0
0
0
0

1
1
0
0
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DATA PROTECTION - COMPLAINTS

Case Summaries | Own Motion
USE OF CREDIT CARD
AUTHORIZATION FORM IN
CONTRAVENTION OF INDUSTRY
SECURITY STANDARDS

We were advised that it was the store’s bank who

A furniture store was using a credit card

The bank also found that the store had not

authorization form to collect payment card details

completed its PCI self-certification for 2020-2021,

and images of the front and back of the cards to

which has since been done. We asked the store to

process customer payments. Our investigation found

delete all data obtained through use of the form.

that this practice was not in compliance with the PCI

The store confirmed that the card authorization

DSS for the protection of such data and, therefore,

form is no longer in use.

was not in compliance with the seventh data
protection principle of the DPL. The PCI DSS applies
to merchants and other entities, and requires, among
other things, that sensitive authentication data, such
as CVV numbers, is not stored after payment
authorization and that card numbers are masked
when displayed, which was not being done.

required it to use these forms. However, the bank
stated that this was incorrect and reviewed a copy
of the credit card authorization form used by the
store, confirming that it was not approved for use.
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DEVICES READING STORE
CUSTOMERS’ TEMPERATURE

The store confirmed the devices’ capability to

We launched an investigation after it was brought to

implemented, as it was not its intention to obtain

our attention that a hardware store had deployed

and store personal data. Instead, the devices were

two contactless infrared thermometers at the store

intended to reassure staff, customers and the

entrance. The devices were capable of capturing and

wider community that the store provided a safe

storing temperature readings and facial recognition

environment during the COVID-19 pandemic. It

(biometric) data on patrons and staff as they entered

was explained to us that use of the devices was

the store. If the temperature reading was high, the

voluntary and not a requirement to enter the

device notified the individual (and others in the

store, and that, in any event, the devices were

vicinity) with a loud alarm. Contrary to the first data

being used less and less as the situation in the

protection principle, no privacy notice was posted.

country improved. The devices were immediately

We were concerned about this processing of

removed.

sensitive personal data in the context of the

In a final communication, we explained that the

COVID-19 pandemic and in a public space. We
asked the business to explain its rationale for
processing the health data in this manner, as well
as the legal basis for doing so, the expected
retention period for the data, and the technical
and organizational measures being taken to
ensure a high level of security, as required.

capture and store biometric and temperature data,
but explained that those features were not

DPL does not necessarily require the store to stop
using the devices, but that the manner in which
they were being used needed to be clarified,
explained and possibly avoided. The case was
closed with no further action being required.
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DATA PROTECTION - BREACHES

Case Summaries | Informal Resolution
INCORRECT ACCESS CONTROLS IN
UTILITY COMPANY’S RECRUITMENT
SOFTWARE

We investigated the matter, but found no

A utility provider notified us that it had experienced a

(other than email) were affected. We were

data breach involving its new recruitment software.

satisfied with the technical and organizational

One of its employees noticed that they were able to

measures taken by the company to contain and

view job applications for positions within the

mitigate the breach.

evidence that the threat actor downloaded the
contents of any email messages from the
compromised account, or that other systems

company that they should not have been able to
access. They informed the HR department, which
reviewed the access control settings for the software
to ensure that permissions were restricted as
required. No other unauthorized access was
discovered.

MISDIRECTED EMAIL WITH
ACCOUNT INFORMATION
A bank notified us of a personal data breach that
involved a misdirected email sent to a client that

After verifying the steps undertaken to prevent a

contained the email address, partial account number

repeat of this incident, there was no evidence of

and account balance information of another

prejudice to the rights of the individuals involved,

individual.

and the case was closed without a formal
enforcement notice.

After several attempts, the breach was contained
when the recipient confirmed the deletion of the
email. The bank informed us and the data subject,

PHISHING ATTACK AT FINANCIAL
SERVICES COMPANY

as required by law. The bank reiterated to its staff

A fund services company in Canada – a sister

avoiding unapproved templates that can retain

company of a Cayman Islands-based company –

personal data. Staff training is regularly provided

suffered a phishing attack that caused a data breach

to reduce the likelihood of these types of errors.

involving data on employees and over 2,000 external

The case was closed, as we were satisfied that the

data subjects, including many who were based in the

breach did not result in harm to the data subject,

Cayman Islands. The company notified us and the

and that the measures taken to contain and

data subjects in accordance with the requirements of

mitigate the breach were reasonable.

the DPL.

the importance of reviewing the contents and
recipients of emails prior to sending them, and of
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PERFORMANCE ASSESSMENT SENT
TO WRONG PERSON

GOVERNMENT DEPARTMENT
E-SERVICES WEBSITE BREACH

A wealth management firm notified us of a personal

A government department notified us of a data

data breach that involved a senior manager who

breach involving an e-services website. A member of

inadvertently sent a performance appraisal to the

staff at a local law firm discovered that they were

wrong employee. The incident was due to a network

able to view the email addresses of other users of the

scanner that retained the wrong recipient’s email

site. There were 127 email addresses visible in total,

address from a previous scan job.

although many of these were based on company

As soon as the error was discovered, the senior

roles. The law firm notified the department

manager contacted the recipient to request the

immediately and changes were made to the website

deletion of the email and the attachment. The IT

so that future incidents of this nature are prevented.

team confirmed that the email had not been

After verifying the steps undertaken to prevent a

forwarded to another destination. The company’s

repeat of this incident, there seemed to be no

compliance manager and the senior manager

evidence of prejudice to the rights of the

informed the data subject of the breach, and

individuals involved and the case was closed

explained the measures that the company planned

without a formal enforcement notice.

to take to avoid the issue from reoccurring. A
number of technical and organizational measures
were also taken. We were satisfied with the
response and the case was closed.
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‘WHITE HAT HACKER’ INFORMS
BANK OF SECURITY BREACH

details for the internet banking platform,

A disk drive belonging to a bank’s data processor was

personal data had been breached, and the incident

hacked by a so-called ‘white hat hacker’ who sent the

was therefore considered a security breach rather

bank a few files to show certain weaknesses in their

than a personal data breach and the case was closed.

portfolio ID numbers and account numbers. We
concluded that there was no evidence that

security setup. The hacker demonstrated that the
breach was contained and shared information on
how the drive had been accessed. Most of the data on
the drive was of a technical nature, but some files
contained personal data belonging to approximately

RANSOMWARE ATTACK AT
OVERSEAS FINANCIAL SERVICES
PROVIDER

1,800 bank customers, including email addresses,
active login names, ID codes and account numbers

An overseas financial services company with a

and balances, but no passwords. The hacker claimed,

presence in Cayman suffered a ransomware attack

and this was later confirmed, not to have copied any

on all of its core systems, which resulted in the

files containing personal data.

encryption, blocking and extraction of data. The
company could not operate any of its business

The data controller notified the customers who were
potential victims of the breach using the online
banking platform’s internal messaging system, and
followed up with a second notice informing the data
subjects of the various forms of online fraud they
may encounter, also suggesting additional mitigation
actions, in accordance with the statutory
requirements of the DPL.
All remote access granted to the data processor
was revoked and a secure erase was performed on
the hard disk drive once the investigation into the
breach had been completed. The bank took
measures to strengthen its compliance with the
seventh data protection principle, e.g. by
arranging ongoing online monitoring by an IT
security company and the replacement of login

systems for two days, and its clients were unable to
use their accounts for withdrawals or deposits. The
ransom note indicated that the perpetrators had
extracted at least some of the data contained in the
bank’s systems.
The breach notifier initially notified us, as it
thought that it was a data controller, but, on
closer scrutiny of the beach notifier’s corporate
structure and processing activities, we determined
that it did not satisfy the definition of data
controller. Consequently, we did not have
jurisdiction over this data breach, as it related only
to the overseas company.
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PERSONAL DATA TRANSFERRED
FROM COMPANY LAPTOP

As a result of the breach, the IT department

A local utility company became aware of a breach

happens early in the termination process. The data

concerning data downloaded from an ex-employee’s

controller also placed a ban on the use of flash

work laptop, following the employee’s resignation.

drives for transferring data, and provided further

The data controller discovered the breach when the

employee training to ensure that all policies and

computer was returned to the company and analysis

laws are understood and applied. The monitoring

showed that data had been exported to an external

service for data loss protection was reviewed to

drive.

ensure early warning of the movement of personal

The company’s IT manager and CEO visited the home

data, in particular in relation to departing

of the ex-employee to convey the seriousness of the
matter. They ensured that the flash drive used to
transfer the data was erased and verified that no data
was left on any device owned by the ex-employee.
The ex-employee signed a document to acknowledge
and confirm that all the data had been returned or
destroyed, and that no data had been transmitted to
any third parties. The ex-employee explained that the
data had been collected to support his anticipated
consultancy for the company, and stated that his
intention was not malicious.

changed its policy for the return of laptops on the
termination of employment to ensure that this

members of staff.
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CODING ERROR CAUSES DATA
BREACH

An agreement between the data controller and the

A coding error occurred in an insurance company’s

in which the breach occurred, and the data

accounting system, causing remittance payments to

controller’s actions to address the breach, it was

be unintentionally sent to an incorrect bank. On

unlikely that the data subject’s rights and

receiving notification from its clients that they had

freedoms were prejudiced, and the case was

not received the expected funds, the company

closed.

unintended recipient was signed to ensure privacy
and data protection. Given the commercial context

investigated internally, identified the source of the
issue, remediated it immediately and sought its
third-party service provider’s assistance to correct
the error in its IT system and ensure that all future
payments would go to the right bank.

DATA PROTECTION - BREACH NOTIFICATIONS

2018

2019

2020

Breach Notifications Carried Forward
Breach Notifications Received
Breach Notifications Resolved
Open Breach Notifications

n/a
n/a
n/a
n/a

0
25
9
16

16
65
52
29

Assessment/Disposition
Non-Jurisdictional
Appropriate Actions Taken
Other

n/a

3
1
2
0

42
4
34
4

Informal Resolution
Resolved Informally

n/a

6
6

9
9

Order
Enforcement Order Issued
Monetary Order Issued
Enforcement and Monetary Order Issued

n/a

0
0
0
0

1
1
0
0
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COMPLAINTS DIVISION

Maladministration
Complaints about maladministration, that is, the

Investigations revealed a need for the development

inefficient management or mismanagement of

and implementation of written policies and

government, remained steady in 2020, with 59

procedures for many government departments. The

complaints received. We were able to informally

lack of policies and procedures in some areas led to

resolve a greater number of these complaints than

the inconsistent application of laws and exposed gaps

in previous years, which is a testament to the

in the delivery of adequate services for some people.

cooperation demonstrated by the civil service.

Our office has identified a lack of policies as a

Since our inception in 2017, we have sought to build

significant shortcoming for many government

relationships and encourage civil service and

departments and continues to encourage

government entities to work collaboratively with

development of these written documents.

their clients to address complaints directly and in a

The Complaints (Maladministration) Law provides

timely fashion. We continue to encourage

authority to the Ombudsman’s office to launch

departments to implement and build robust and

investigations on its ‘own initiative’ when potential

responsive internal complaints processes, such that

systemic issues are identified. The objective of these

issues can be effectively tackled without our

investigations is to identify concerns regarding

intervention. Although this remains a work in

processes and service delivery and make

progress, we noted continued improvement in some

recommendations for improvement. This year, we

areas during 2020.

initiated three own-initiative investigations involving
appellate boards, initial decision-making boards and
the election office.

MALADMINISTRATION

2018

2019

2020

Inquiries
Complaints Carried Forward
Complaints Received
Complaints Resolved
Open Complaints

58
5
59
55
9

106
9
72
75
6

109
6
59
54
11
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We encourage
departments to
implement and build
robust and responsive
internal complaints
processes

BRIDGETTE VON GERHARDT
Senior Investigator
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MALADMINISTRATION

Case Summaries | Early Resolution
CURFEW TIME EXEMPTION
Ministry of International Trade,
Investment, Aviation & Maritime
Affairs
A man contacted the Ombudsman’s office on 20 April
2020, during the height of the COVID-19 lockdown, to

The Ombudsman’s office received further
documentation of the curfew operating
procedures. Following a review of the
documentation for these procedures, we were
satisfied that the policies had been set out as
clearly as possible in this very unusual and
difficult situation.

allege that he was being treated unfairly in relation to
a request he sent to the email address
curfewtime@gov.ky. He was attempting to set up a
business to operate during the lockdown period that

DELAYED RESPONSE TO POLICE
ASSOCIATION

he considered would provide an essential service to

Portfolio of the Civil Service (PoCS)

the travelling public. His request was initially

The Royal Cayman Islands Police Association sought

approved but the approval notification sent too late

clarification of the government’s acting pay policy for

for him to use it. A subsequent request was denied

police officers and contacted the PoCS about the

after it was determined that he could not open his

matter in January 2020. The association received no

business because of curfew restrictions.

response from the PoCS for a period of six months.

During the initial review of this matter, ministry

The complainant alleged that the police officer

officials informed the Ombudsman that the

involved in this issue had been working as an acting

request had been denied because none of the

police inspector for about seven months without

individuals whom the complainant was seeking to

receiving additional pay.

assist with his business was designated as an

On 9 June 2020, the PoCS responded, stating that

“exempted employee”, i.e. an employee who could

the matter had simply been overlooked and

move around freely during the curfew hours to get

provided a full response to the association

to and from work.

regarding the ongoing review of the acting pay
situation in government. The association accepted
the response and the case was closed.
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IMMIGRATION STATUS
UNCERTAINTY
Workforce Opportunities &
Residency Cayman (WORC) and
Customs & Border Control (CBC)

DELAY IN PROVIDING DECISION
Labour Appeals Tribunal (LAT)
The complainant filed a complaint against the Labour
Tribunal (LT) after its decision on his hearing was 56
days past the due date.

The complainant alleged numerous problems with

The complainant received a letter from his boss in

obtaining information from WORC regarding his

July 2019 informing him that his work permit was due

residency status on the Islands. When he contacted

to expire that month and that it would not be

us, his temporary visitor permit was due to expire and

renewed. He disputed this because his work permit

he was uncertain how to proceed. We discovered that

was not due to expire until October 2020, as per the

he had at least two outstanding matters before the

stamp in his passport. He argued that his job had

immigration-related boards that required

been terminated and that he was therefore entitled

adjudication, including a 2014 application for

to severance pay.

permanent residence that had not been resolved.

We sent an email to the Department’s internal

We contacted officials at WORC, who referred the

complaint procedures (ICP) manager seeking an

matter to the CBC. The complainant was permitted

early resolution and requested a response within

to remain on the Islands until his immigration-

14 days. The ICP manager responded within this

related appeals had been resolved.

timeframe notifying us that the complainant had
been provided with the LAT’s decision. The
decision supported the complainant, who received
$9,600 in severance pay.
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UNABLE TO RECEIVE SALARY
CHEQUES DURING LOCKDOWN
Cayman Islands Postal Service

FAILURE TO REFUND A DEPOSIT
Health Services Authority (HSA)
A complainant filed a complaint because the HSA’s

The complainant paid her employees via cheque.

internal complaints manager did not respond to him.

Their paycheques were sent in the mail just prior to

He went to the HSA for treatment for an injury and

the lockdown and her employees did not receive

they took a deposit of $500. He left hospital because

them. She was concerned about making sure her

he felt that the treatment was incompetent and

employees received their pay, as they were in dire

went directly to the airport, where he flew home to

need of their salaries.

be treated. He wanted a refund of his deposit.

We advised the inquirer to email the Postal

The complainant tried to file complaints by email

Service’s ICP manager and provided her with the

after receiving no response from the hospital. He

email address to do so. She did not receive a

emailed us and we advised him to file a complaint

response so we reached out to the Postmaster

with the HSA’s internal complaints manager. He told

General, who indicated that she would arrange for

us that he filed a complaint but had heard nothing

the complainant to collect her cheques later that day.

since initial contact had been made.
We contacted the complaints manager and, after a
number of reminders from us, the complainant
received his refund.
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EXCESSIVE DELAY IN PROVIDING
DECISION
Labour Tribunal (LT)
The complainant filed a complaint against the LT
citing that there was an excessive delay in the LT
providing its decision because almost a year had
elapsed since the hearing of his case.

FAILURE TO PROVIDE A DECISION
ON AN APPLICATION SEEKING
PERMISSION TO OBTAIN A BUSINESS
LICENCE
Department of Children & Family
Services (DCFS)
A complaint was filed by an employee of the DCFS

We contacted the complaints manager stressing

because it failed to respond to her application for

the urgency of the matter and we requested that

permission to open her own business – permission is

the complaint be resolved swiftly. The LT

required for civil servants to engage in outside

chairman, who had overseen the hearing, was no

employment.

longer involved; therefore, the deputy chairman
was tasked with drafting the final decision, which
would then be reviewed and signed off by the LT
members. Further delays were caused by the
availability of the members and the LT secretary
being away on vacation, with no designate to fill in

We contacted the internal complaints manager
and, after a few emails had been exchanged, were
advised that the employee had received a
response granting her permission to obtain the
business licence.

for her. Eventually, the final decision was provided
to both parties involved.

MALADMINISTRATION

2018

2019

2020

Assessment/Disposition
Non-Jurisdictional
Complaint Refused
Complaint Withdrawn

26
26
0
0

47
47
0
0

28
26
1
1

Early Resolution
Successfully Resolved
Complaint Withdrawn

9
9
0

7
7
0

18
17
1
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MALADMINISTRATION

Case Summaries | Investigation
UNDERSTANDING LEGISLATIVE
AUTHORITY
Ministry of District Administration,
Tourism & Transport
The complainant alleged maladministration on the
part of the Public Transport Board (PTB) and its
administrative arm, the Public Transport Unit (PTU),
on the basis that there was an unreasonable delay in
the agencies’ dealing with four complaints.
We found that the delays experienced by the
complainant concerning the investigation of her
complaints were unreasonable. We found that the
process to lodge a complaint with the PTU was not
properly documented, not readily available and far
too onerous. The lack of written policies,
processes or guidelines and internal systems for
the decision-makers amounted to inefficient
administration and constituted
maladministration. We also found that the
response received by the complainant from the
PTB concerning her four complaints did not
comply with the Cayman Islands Constitution
Order, 2009, and was not administratively fair,
constituting maladministration.

We recommended that the PTB and the PTU
establish and document internal processes to
ensure that the process of making a complaint is
clear, well documented and simple to complete.
We recommended that they update their website,
to ensure that accurate information is available to
the public concerning the complaints process, and
educate all staff on the newly established
processes for lodging and investigating
complaints, to ensure consistency in their
approach. We also recommended that the PTB and
PTU provide the complainant with a written
decision in relation to each of her complaints,
including adequate reasons to support the
decisions. We encouraged them to apologise to the
complainant for the way in which her complaints
were handled. We are monitoring this file to
ensure that all of the recommendations are
implemented.
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INADEQUATE COMMUNICATION
Department of Labour & Pensions
(DLP)

BENEFITS POLICY FOR ELDERLY
RESIDENTS
Needs Assessment Unit (NAU)

The complainant filed a complaint of unfair dismissal

The complainant alleged several policy violations by

against his former employer. Over the course of the

the NAU regarding the level of public housing and

next year, there were a series of hearings before a

other welfare support she was receiving at the time.

tribunal. The complainant received an informal

She stated that the NAU was denying her the

communication from the LT chairman that his case

additional financial assistance for rental support that

was successful and that he would be awarded

she was due as an elderly and disabled person and

payment. However, it took another three months for

had improperly cancelled her financial support for

the tribunal to issue its full written decision to both

temporary hotel accommodation. Owing to her age

parties involved.

and state of health, she was deemed to be at high risk

Our efforts to informally resolve the matter were

should she contract COVID-19, and she was left

not successful and we opened a formal

homeless sleeping in her car.

investigation. Shortly thereafter, the complainant

We acted quickly, given the health risks to the

received a written decision from the LT.

complainant. The complainant was able to locate

The Ombudsman found unreasonable delay on the

suitable public housing within about five to six weeks

part of the LT, which has, under the Labour Law

of making her complaint.

(2011 Revision), 28 days to issue a decision

The Ombudsman found that the complainant was

following the closure of a hearing. There were no

eligible for additional public housing support,

recommendations made in this matter because of

partly because the NAU’s written policies did not

the ongoing own-motion investigation being

provide any specific criteria allowing it to deny the

conducted into the LT system.

additional support. We also found that the NAU
could have explained its decision better.
We recommended that the NAU review and update
its public housing policies regarding elderly and
indigent clients. We also reminded the NAU of the
requirement to provide written reasons for its
decisions under section 19 of the Constitution
Order 2009, Bill of Rights. We are monitoring the
NAU’s progress with the implementation of our
recommendations.
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UNLAWFUL LABOUR CASE DELAYS
Labour Appeals Tribunal (LAT)

The Ombudsman found in favour of the
complainant and recommended that his appeal be
heard within 30 days. The Ombudsman also

A complainant experienced a six-month delay in his

recommended that the DLP ensure that the LAT

appeal before the LAT. He had been awarded

had adequate staffing to ensure that the backlog

payment for wrongful termination by the LT but his

of appeals would be properly addressed. We also

former employer appealed that decision. The LAT was

recommended that both the LT and the LAT

unable to hear the appeal within the three months

consider implementing virtual meeting technology

required by the Labour Law (2011 Revision). The

where appropriate. We are monitoring this file to

hearing of the matter was well outside statutory

ensure that our recommendations are

timeframes.

implemented.

During the course of our investigation, we discovered
almost a dozen other LAT cases that had exceeded
the legal timeline set for hearings, some by as long as
two years.

MALADMINISTRATION

2018

2019

2020

Investigation
Supported
Not Supported
Resolved Informally
Complaint Withdrawn

20
5
14
1
0

21
7
14
0
0

8
6
2
0
0
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COMPLAINTS DIVISION

Public Complaints About Police Conduct
This is the third year in which the Ombudsman has

development of new policies and procedures by the

had oversight over public complaints involving the

RCIPS. This work is ongoing and should be completed

conduct of officers of the Royal Cayman Islands

in the near future, allowing for the advancement of

Police Service (RCIPS). Our investigative processes

all outstanding matters.

and approach to complaints has become more
formalized and consistent, providing officers and the
public with a better understanding of what we do.

We received 57 new complaints in 2020, in addition to
the 24 carried forward from the previous year, which
is down slightly from the 62 received in 2019. A total

Besides managing and addressing the large caseload,

of 66 cases were closed by way of informal resolution

we have been working with legal advisors and the

or investigation. Of the 28 investigations undertaken

senior management of the RCIPS to resolve issues

in 2019, 18 complaints were supported and

relating to the discipline of officers when

recommendations issued, while 10 complaints were

recommended by this office. Owing to the

not supported.

implementation of The Police (Complaints by the
Public) Law, 2017, the RCIPS had to make significant
changes to the way its disciplinary process is
managed when recommendations for discipline are
issued by the Ombudsman. This necessitated a
review of several laws to ensure compliance and the

POLICE COMPLAINTS

2018

2019

2020

Inquiries
Complaints Carried Forward
Complaints Received
Complaints Resolved
Open Complaints

18
0
143
76
67

33
67
62
105

52
24
57
66
15

24
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POLICE CONDUCT

Case Summaries | Informal Resolution
LOSS OF EMPLOYMENT

EXECUTION OF SEARCH WARRANT

The complainant was arrested by police at his place of

The complainant’s home was searched by police

employment. This ultimately resulted in loss of

under the authority of a warrant. During the search,

employment for the complainant. The complainant

the complainant was unhappy about the way officers

felt that the police did not display sufficient

conducted themselves. A young family member

professionalism or sensitivity in dealing with this

sustained a minor injury during the search. The

matter, the results of which were significant. He also

complainant felt that the police did not show any

believed that the police acted unlawfully in effecting

empathy or concern and that the aftercare could

an arrest at a place of employment.

have been better.

Our investigators worked with the complainant

The officers involved expressed their regret that

and the officer involved. We met with the

injury was caused to the young person. They

complainant several times and explained that the

accepted the feedback provided by the

police have the discretion to arrest a person

complainant and how it made them feel.

anywhere at any time. The officer assured the

Having had the opportunity to enter the informal

complainant that he never intended for the
complainant to lose his job but that this was
beyond the officer’s control. Both parties agreed
to resolve this matter informally.

resolution process, each party agreed to resolve
the complaint informally.
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INDEPENDENT WITNESS LEADS TO
COMPLAINT BEING WITHDRAWN

EXECUTION OF A SEARCH WARRANT

The complainant initially stated that they were

arrest of a family member when the police had

verbally abused by a uniformed police officer at the

executed a search warrant at his home. The

Owen Roberts International Airport. The officer

complainant was unhappy about the way the armed

allegedly used offensive words and displayed conduct

police officers conducted themselves during entry

that the complainant said was rude and

into his home, as well as how they dealt with his

unprofessional. An independent eyewitness

family. The experience left the complainant feeling

contradicted the complainant and suggested that the

humiliated and embarrassed.

officer conducted themself appropriately, unlike the

Our investigators reached out to the RCIPS Chief

complainant, who was rude to the officer.

Firearms Officer, who was instrumental in

When presented with these facts from the

providing explanations and a rationale as to why

witness, the complainant withdrew their

police officers need to enter any premises

complaint.

speedily. We arranged a meeting with the Chief

The complainant contacted our office following the

Firearms Officer and the complainant was able to

POOR INVESTIGATION
The complainant was involved in a motor vehicle
accident in which they suffered an injury. The
offending vehicle did not stop to assist the
complainant. During the investigation of the incident,
the complainant came to the Office of the
Ombudsman frustrated at what they believed was a
lack of police action, coupled with poor
communication from the officer leading the
investigation.
Following interviews and meetings with all
parties concerned, we discovered that the police
officer had been diligent in their handling of the
case. It was agreed that better dialogue between
the accident victim and the police was needed.
The issue was ultimately resolved to the
satisfaction of the complainant.

express his concerns. Based on the assurances
that the complainant was given on behalf of the
RCIPS about the treatment of persons and the
feedback that was accepted on behalf of the
complainant, an agreement to resolve this matter
informally was reached.
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COMPLAINANT PLAYS DETECTIVE

We consulted with the Chief Inspector of the

The complainant reported the theft of high-value

established that the original investigating police

construction material to the RCIPS. After a brief

officer had retired from the service. The Chief

investigation, no leads were identified and the police

Inspector agreed that there were still avenues to

closed the case. Several months later, the

investigate and reassigned the investigation. The

complainant found his stolen property in a local

stolen property was returned to its rightful owner

second-hand store and reported this to the police.

and the complainant agreed to close his complaint

Months later, the complainant found that the item

by engaging in an informal resolution process with

was still in the store and the police had not

the RCIPS.

RCIPS Professional Standards Unit (PSU) and it was

progressed the new line of enquiry and were not
keeping him updated. He filed a complaint with our
office.

POLICE COMPLAINTS

2018

2019

2020

Assessment/Disposition
Non-Jurisdictional
Investigation Time Barred
Investigation Refused (s. 3(2)g))
Complaint Withdrawn
Complain Abandoned

41
8
2
8
18
5

48
10
0
8
14
16

33
12
1
4
6
10

Informal Resolution

18

22

16
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POLICE CONDUCT

Case Summaries | Investigation
DRIVING UNDER THE INFLUENCE
(DUI) RIDE-A-LONG ASSISTS OFFICER
DURING ARREST

When the speeding driver stopped, the police officer

The RCIPS PSU forwarded a complaint made by a man

driver of the speeding vehicle, who was also

who was arrested on suspicion of DUI. He alleged

suspected of DUI, and a struggle ensued. During the

that, following his arrest, he was put in danger by a

struggle, the original DUI suspect in the patrol car

police officer who engaged in a vehicle pursuit with

exited the vehicle and went to assist the police officer

the DUI suspect in his patrol vehicle.

in the struggle with the driver of the speeding car.

Following the initial DUI arrest, the man was
processed at the police detention centre. He was
driven home by an RCIPS officer to obtain his
passport, which he was required to surrender to meet

stopped and ordered the DUI suspect to remain in the
patrol car while the officer spoke with the driver of
the speeding vehicle. The officer then arrested the

Eventually, another police officer took custody of the
driver of the speeding vehicle and the first officer
continued with the task of securing the first DUI
suspect’s passport.

bail conditions. On the way to his residence, the

Following an investigation, which included a review of

RCIPS officer spotted a speeding vehicle and followed

the RCIPS pursuit policy, the Ombudsman

it. The DUI suspect believed that the officer’s actions

determined that the officer involved in this situation

in following the speeding vehicle unnecessarily put

was never actually involved in a pursuit. The driver of

his safety at risk.

the speeding vehicle seemed to be unaware of the
requirement to stop, since the officer’s patrol car
never caught up to him. If the driver of the speeding
vehicle was intentionally avoiding the police, it is
unlikely that he would have voluntarily stopped in a
parking lot, as he did. Furthermore, the officer
followed the speeding vehicle at a safe distance and a
safe speed.

54

Ombudsman Cayman Islands | Annual Report 2020

The Ombudsman noted that, according to the

The Ombudsman was provided with no evidence

RCIPS pursuit policy, an officer must consider

that the water given to the DUI suspect was

“whether there is a passenger or ride-a-long in the

contaminated in any way. The police officer who

vehicle”. The policy requires the officer to

was alleged to have struck the suspect was no

consider the totality of the circumstances and

longer with the RCIPS at the time of the

weigh the risks. Everything in this incident

Ombudsman’s investigation. Therefore, that

pointed toward the officer having due regard to

matter fell outside the jurisdiction of this office.

the DUI suspect’s safety in his patrol vehicle. It

The complaint was dismissed in February 2020.

was stated that the DUI suspect told the officer to
“do what you have to do” in following the
speeding vehicle and that the suspect chose to
place himself at greater risk by assisting in the

POLICE SEIZURE OF ICT DEVICES

struggle between the officer and the driver of the

A man who was arrested for ICT offences complained

speeding vehicle. Finally, the complaint was made

that his electronic devices had been seized by the

about three months after the incident, apparently

police. He said that he had asked for a receipt but was

at the direction of the DUI suspect’s lawyer,

told he was not entitled to one. Multiple requests to

leaving the Ombudsman with the impression that

have the devices returned were denied, he said. He

this complaint was seen by the attorney to be of

alleged that the investigation into his case was not

benefit to his client in the DUI case.

dealt with in an expeditious manner.

The complaint was not supported.

The RCIPS had the right to arrest, seize and retain
the electronic devices. Part of the delay in having
the devices returned was caused by a delay in

DUI SUSPECT ALLEGES
MISTREATMENT IN CUSTODY

accessing data on the phones due to the decision

A complaint was forwarded to the Ombudsman in

was within the complainant’s right to do, but it did

May 2018 concerning the treatment of a DUI suspect

cause a delay in the processing of any evidence

following his arrest. The arrest occurred in January

contained on the device. The Ombudsman was

2015, and the initial complaint taken by the RCIPS

satisfied that the RCIPS was actively investigating

PSU was never resolved.

this matter in a diligent manner and did not

The complainant alleged that officers took him to the

support the complaint.

police station following his refusal to take a
breathalyzer test at the scene of a traffic stop. The
man stated that police gave him water that made
him sick and that one of the officers slapped him in
the face.

of the complainant to refuse investigating
officers’ access to his cell phone access code. This
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DOMESTIC DISPUTE LEADS
A police officer and another individual were involved

COMPLAINT OF UNPROFESSIONAL
CONDUCT

in a physical altercation. The individual alleged that

The complainant was stopped and spoken to by

the officer had assaulted him. He made a complaint

police while he was riding his motorcycle in the

to the Ombudsman, claiming excessive use of force

grounds surrounding his strata. The way the officer

by the RCIPS officer.

spoke to the complainant together with what the

The Ombudsman determined that, while there had

complainant felt was an ultimatum to put on a

been a fight at the residence, there was no

helmet or face a ticket also formed part of this

evidence that the officer – who was on duty and in

complaint. The lawfulness of the officer’s actions was

uniform at the time – assaulted the other man as

also called into question. Initial attempts by our office

was described. Having ruled out the allegation of

to resolve this matter informally stalled when the

assault, the Ombudsman had to determine

police officer rejected this course of action.

whether the officer’s use of force was appropriate

The Ombudsman noted that police officers are

in the circumstances.

expected to offer advice on safety issues as part

The Ombudsman found that the officer involved

of their duties. The actions of the police officer

applied necessary force to arrest the other
individual, who had physically confronted the
officer. The force used by the officer, initially in
self-defence and then to arrest the attacker, was
reasonable given that the other man’s resistance
to the arrest left the officer with no other choice.

were deemed to be both lawful and reasonable
regardless of whether the advice was given on
public or private property. The Ombudsman
strongly advised the officer to pay attention to
their tone and demeanor when interacting with
any member of the public going forward.
The complaint was not supported.
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UNNECESSARY DELAY IN LANDLORD
AND TENANT DISPUTE

being formally warned about his conduct. In March

The police response to an ongoing landlord–tenant

his signature on a document confirming the

dispute in this case led to allegations by the landlord

conversation with police of December 2018, as

of unprofessional conduct by a RCIPS officer.

required by police procedure, to close the case file.

The original dispute came to a head in September

It was this March 2019 request that led the landlord

2018, when the landlord attempted to evict his

to contact the Ombudsman with a complaint of

tenant, an incident that ended in threats of violence

police misconduct, alleging that the officer involved

and property damage. The police were called, but the

was biased against him and was acting

matter was settled when the landlord agreed to

unprofessionally.

compensate his tenant for damages to certain
property that occurred during the dispute. No arrests
were made, or charges filed, in connection with the
incident.

2019, the same police officer, acting on instructions
from a supervisor, contacted the landlord to obtain

The Ombudsman found that it was unreasonable
for the officer involved, and his RCIPS supervisor,
to wait six months from the date of the original
incident to issue the warning and to obtain a

Several days after the incident, the landlord learned

formal signature on the document. It seemed

that a police officer, whom he believed to be a friend

unlikely that this complaint would have been

of his tenant, was looking for him. After some

made if this issue had been handled in a timely

unsuccessful attempts to meet and discuss the

manner. The Ombudsman found that the officer

situation, the landlord stated that during a

was unprofessional in his interactions with the

conversation in December 2018 the police officer

landlord and had failed to keep a timely and

informed him that he should have been arrested on

accurate record of his actions.

the night of the incident and that the landlord was
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POLICE USE REASONABLE FORCE
DURING ARREST AND SEARCH

The Ombudsman found that this was unusual,

A man who had been searched while handcuffed and

patrol vehicle. The man gave an account of the

seated in a police patrol car complained to the

search and alleged choking that differed

Ombudsman that he was placed in a choke hold by an

substantially from the one he gave to police

RCIPS officer during that search. He alleged that this

immediately after the incident.

was an unreasonable use of force by that officer.

since normal police procedure would require the
suspect to be searched before he was placed in the

The police officer involved in the search inside the

The August 2019 incident began when the man’s

vehicle noted that he was forced to hold the man

vehicle broke down across from a local police station.

down using a forearm to the sternum because the

The investigation found that he had fled the scene on

suspect was struggling and kicking. The

foot after multiple officers arrived. The fleeing man

Ombudsman found that the officer’s account of

was caught and arrested and a struggle with the

the incident was credible and that he had provided

officers ensued, resulting in injuries to the man and

a reasonable explanation for why he used force.

two police officers. No complaints were made against

The complaint against the officer was not

either of those officers.

supported.

Following the foot chase, the man was placed in a
patrol car and was searched by a third police officer.

POLICE COMPLAINTS

2018

2019

2020

Investigation
Supported
Not Supported
Complaint Withdrawn
Complaint Abandoned
Other

17
7
10
0
0
0

35
10
18
7
0
0

17
3
11
1
1
1
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POLICE CONDUCT

Case Summaries | Own Motion
UNREASONABLE USE OF FORCE
DURING ARREST

of whom recorded it and circulated their recordings
on social media. A struggle ensued and additional
officers arrived to assist. Videos of the incident show

Following a pursuit involving the RCIPS that occurred

one officer arriving on the scene and immediately

in early April 2020, videos surfaced on social media

drawing his baton and striking the motorcyclist on his

that gave rise to questions about the conduct of

leg while he was on the ground struggling with the

certain police officers. The Ombudsman decided that

arresting officer, who had him pinned. The officer

it would be in the public interest to investigate the

then moved to confront a woman standing nearby,

matter.

yelled at her and told her to return to her car. This

The RCIPS had received complaints about several

same officer returned to interact with the woman on

motorcyclists riding recklessly, performing stunts and

two further occasions, yelling at her and threatening

being a nuisance. The police helicopter responded and

arrest for recording the incident.

located seven motorcycles and riders near Lookout
Gardens in Bodden Town. As the police approached,
the riders fled in different directions. The RCIPS
officers decided to pursue one motorcyclist who
appeared to pose the greatest risk to the public. The
pursuit continued for approximately 72 minutes. It
ended when an officer was able to grab the
motorcyclist’s arm and pull him to the ground. The
incident was witnessed by several bystanders, some
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The Ombudsman found that the force used by the
arresting officer when he grabbed the
motorcyclist’s arm and pinned him to handcuff
him was necessary and reasonable to end the
pursuit and effect the arrest. However, the
Ombudsman was concerned about the second
officer’s use of his baton to strike the
motorcyclist. She found that this use of force was
unnecessary and unreasonable given that the
suspect was on the ground and, although
struggling to get up, was not strenuously resisting
arrest. She cited several tactical and situational
factors that were not considered by the officer.
The Ombudsman also found that the conduct
demonstrated by the same officer when
interacting with the woman at the scene did not
comply with the RCIPS Code of Ethics and
Standards of Professional Behaviour. This code
sets out expectations for officers concerning
self-control and tolerance and treating members
of the public with respect and courtesy. The
Ombudsman found the conduct to be
unprofessional.
The Ombudsman has made several
recommendations to the Commissioner of Police
including considering disciplining the officer in
relation to the use of his baton and his
unprofessional conduct in his interactions with
the woman at the scene. She also recommended
that the pursuit policy be updated and
implemented as soon as possible and that all
officers involved be debriefed to review this
incident and learn from it.
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COMPLAINTS DIVISION

Whistleblower Protection
Whistleblowing relates to protected disclosures of

Although we do not have dedicated personnel for this

improper conduct or detrimental action as set out in

program, our maladministration investigators

The Whistleblower Protection Law, 2015.

manage these complaints and conduct investigations

Complaints concerning these forms of wrongdoing

as required. As this program evolves further, it may

remained relatively low in 2020, consistent with

be advantageous to assign a specific investigator to

previous years. We believe that amendments to the

develop the necessary expertise and promote the

law are required and that these will benefit the

program.

program and improve protection for persons who do

In 2020, we received four disclosures of improper

not feel safe disclosing concerns at their

conduct, which is consistent with 2019. Two of these

organization internally. This work is ongoing and,

complaints were resolved informally, while two

coupled with a more proactive education campaign,

remain under investigation.

we anticipate more cases of potential wrongdoing
could be brought to light.

WHISTLEBLOWER PROTECTION

2018

2019

2020

Inquiries
Disclosures Carried Forward
Disclosures Received
Disclosures Resolved
Open Disclosures

1
0
5
4
1

2
1
4
5
0

6
0
4
2
2

Assessment/Disposition
Referred to Another Agency
Non-Jurisdictional

4
1
3

3
1
2

2
0
2

Early Resolution
Supported
Non-Supported

0
0
0

0
0
0

0
0
0

Investigation
Supported
Non-Supported

0
0
0

2
1
1

0
0
0
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Financial Information
BUDGET

I am pleased to report that we ended the year only
slightly under budget, unlike previous years, in which
we returned fairly large surpluses to the government.
This was because we were almost fully-staffed this
year.
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